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Hacrosimas Konnenmust uHpopmarmonnoit 6e3onacHoctu UCIT/ln MyHHIHMmamsHOTO
OI0/DKETHOTO YYPEKJCHUS JIOTIOJIHUTEIBHOTO 00pa3oBaHusl «JleTCKo-IoHOIIecKass CHOPTHBHAS
mkona Nedy ([danee - MBYJO «JAIOCII Nedy), paspaborana MHHHUCTEPCTBOM
3[IPaBOOXPAaHEHHUST W COLHAIBHOTO pazBuTus PD, sBisercs o(UIMaTbHBIM JIOKYMEHTOM, B

KOTOPOM OIIpe/ieNIeHa CHCTeMa B3IJISI0B Ha 00ecrieueHne HHPOPMaMOHHON 0€301acHOCTH.

Heobxoaumocts pa3paborku Konnenmuu o0ycioBieHa CTPEMHUTENBHBIM PACIINPEHUEM
chepbl NMpPUMEHEHUS HOBEHIIMX HWH(DOPMAIMOHHBIX TEXHOJOTHH W mpomeccoB B MBY]JIO

«JHOCIII Ne4y, mpu 06paboTke nHPOpMAaIUK BOOOIIE, U MEPCOHATBHBIX JAaHHBIX B YACTHOCTH.

Hacrosimas KoHuenmus omnpenenseT OCHOBHBIE LE€AM M 3aJadd, a Takke OOIIyro
CTpaTEruio MOCTPOCHUSI CUCTEMBI 3alUThI NepcoHanbHbIX AaHHbIX (C3I11x) MBY 10 «/IFOCHI
Nedy. Konuenuus omnpenenser OCHOBHbIE TpeOOBaHUS M 0a30Bbl€ MOJXOJbl K UX peallu3allly,

JUTSI TOCTHIKEHUS TPeOyeMOoTO YpOBHsI 6€301MacHOCTH HH(pOpMaITUH.

Konuenuus pa3zpaboTaHa B COOTBETCTBHU C CHCTEMHBIM MOJIXOJOM K OOECHEYEHHIO
nHpopmaroHHON Oe3omacHOoCTU. CHUCTEMHBIA MOJIXOJ IMpeAroaraeT MpoBeJeHue KOMIUIeKca
MEpOTPHUATHH, BKIIOYAIOIIUX HCCIEIOBAaHUE Yrpo3 UHGOPMAlMOHHON O€30IacHOCTH U
pa3paboTky cucremsbl 3amuThl I1JIH, ¢ MO3MIMK KOMIIJIEKCHOTO NPUMEHEHUS TEXHUYECKUX U

OpraHru3allMOHHBIX MEP U CPEACTB 3alIUTHI.

I[Ton  uapOpMammoHHOW  Oe3zomacHocThio [IJlH  TOHWMaeTcs  3alIUIIIEHHOCTH
MePCOHANBHBIX JIAHHBIX W 0OpabaThIBaromield X MHPPACTPYKType OT JIFOOBIX CIyYaHBIX HIIH
3JI0HAMEPHBIX BO3JICHCTBUH, pe3ylbTaTOM KOTOPBIX MOXKET SIBUTHCS HAaHECEHHE yliepda camoi
nHpopmanuu, ee BiagenbuaMm  (cyobektam [I/lH) wnmm  uwHdpacTpykrype. 3amauu
nH(OpPMALIMOHHONW OE30MacCHOCTH CBOJATCS K MHUHUMH3alUMU yHiepda OT BO3MOXKHOMN
peanuzanuu yrpo3 6e3omnacHoctu [1/1H, a Takke K MPOrHO3UPOBAHUIO U IPEIOTBPALICHUIO TAKHX

BO3JIEICTBHH.

KoHuenust caykuT OCHOBOW [uis pa3pabOTKU KOMIUIEKCa OPraHM3allMOHHBIX U
TEXHUUYECKUX Mep 1o obecneueHnto nHpopmarmonHoit 6ezomacnoctt MBY 10 «JFOCI No4y,
a TaKke HOPMATUBHBIX U METOJMYECKUX TOKYMEHTOB, 00ECIEUHUBAIOIINX €€ Peau3alluio, U He
MpernoaraeT moAMeHbl (PYHKIIMI rocy1apcTBEHHBIX opraHoB Biactu Poccuiickoii denepanuu,
OTBeUalONIMX 3a olecrneueHue Oe30mMacHOCTH WH(GOPMAIMOHHBIX TEXHOJOTUNH W 3alUTy
uHpOpMalUu.

Konnenmus siBnsieTcs METO0JI0TUUECKOM OCHOBOM JIJIs:

- (QopmupoBaHUST U TPOBENCHHS €IUHOW TOJUTHKM B 00NacTH oOecrneueHus

oe3onacunoctu I1/1a B UCIT/In MBY 1O «IFOCII Nedy;



- TPUHATHASA YIOPABIEHYECKUX pEIIEHUH H pa3pabOTKH MPaKTHUYECKHUX Mep II0
BOIUIOIICHHUIO MOJUTHKHM Oe3omacHOCTH [I/lH M BBIpaOOTKM KOMILIEKCA COTJIACOBAaHHBIX MeEp
HOPMAaTUBHO-IIPABOBOI0, TEXHOJIOTUYECKOTO W OPraHU3allMOHHO-TEXHUYECKOTO Xapakrepa,
HaIpaBJICHHbIX HA BBISBIECHUE, OTpPAXEHHE M JIMKBUAALMIO TOCIEACTBUM peaau3aluuu
pa3nnyHbIX BUIOB yrpo3 I1/1H;

- KOOpAMHALMU JAEATEIbHOCTU CTPYKTYpHBIX mojpasaeneHuii MBY 10 «JHOCI Ned»
pu npoBeneHur padboT mo pasButuio u skcrmyaranuun UCIIIn ¢ cobmonennem tpeboBaHui
obecnieuenust 6e3omacuoctu [1/1H;

- pa3paboTKM MPEUIOKEHUH IO COBEPUICHCTBOBAHMIO IIPaBOBOIO, HOPMAaTHBHOIO,
METOJMYECKOTO, TEXHUYECKOTO0 M OpraHM3allMOHHOTO obOecmneueHusi OezomacHoctu [1/ln B
NCTI s MBY IO «JFOCIL Ned».

- TpaBOBOM 0azoi st pa3paboTku Hactosimed Koumemmuu ciyxar TpeOoBaHMs
neiictByronux B Poccun 3aKOHOAATENbHBIX M HOPMATHUBHBIX JOKYMEHTOB IO 0OECIEYEHHIO
6e30macHOCTH nepcoHanbHbIX NaHHBIX (I1/H).

1. O0uue mo10:KeHUsI.

Hacrosimas Konnenmust omnpenenseT OCHOBHbIE €M M 3aJauyd, a Takxke OOIIyIo
CTPATETUIO MTOCTPOCHUS CUCTEMBI 3aInThl IepcoHanbHbIX AaHHBIX (C3I1n) MBY 1O «IFOCIHI
Nedy, B cootBercTBrm ¢ [lepeunem MCII/In. Konuenmus onpenensieT OCHOBHbIE TpeOOBaHUS U
0a30BbIC TMOJXOJBl K WX peaqu3amuu, I JIOCTHXKEHUS TpeOyeMoro YpOBHS 0€30MacHOCTH
nHpopMaIuu.

C3I1[d1 mnpencraBiser co0OM COBOKYIMHOCTh OPraHU3AIMOHHBIX M TEXHHYECKHX
MeponpusaTiil g 3amutel [IJ[H OT HempaBoMepHOro WM CIy4ailHOro JOCTyna K HUM,
YHUUTOXXCHHSI, U3MEHEeHHs, OJOKUpOBaHUS, KONMUpoBaHus, pacmpoctpanenus [1/Ix, a Taxxe
MHBIX HEIPABOMEPHBIX JEHCTBUIl C HUMHU.

besomacHOCTh ~ MEpPCOHANBHBIX  JAHHBIX  JOCTUTAeTCd  IYyTEM  HCKIIOYCHHS
HECaHKIMOHHUPOBAHHOTO, B TOM 4HCIE CIy4yailHOro, JOCTyNa K MEepPCOHAJIbHBIM JaHHBIM,
PE3yIbTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHUE, U3MEHEHHE, OJIOKUPOBaHKE, KOTUPOBAHUE,
pacrnpocTpaHeHue MePCOHANBHBIX JaHHBIX, a TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX JACHCTBHIA.

CrpykTypa, coctaB U ocHoBHble (pyHkumuu C3II/IH ompenenstorcs MCXOAs U3 Kiacca
NCTIJu. C3IIJIH BxmrodaeT OpraHU3alMOHHBIE MEpPbl M TEXHUUYECKUE CPEICTBA 3alUThI
uHbopmanuu (B TOM uyHcle MUPpoBalbHbIE (KpunTorpaduyuecKkue) CpeiacTBa, CpeacTBa
IPEeJOTBpAIlleHHs] HECAaHKLIMOHUPOBAHHOIO JIOCTYNa, YT€YKH HH(POpPMAIMU IO TEXHUYECKUM
KaHaylaM, IIPOrpaMMHO-TEXHUYECKHX BO3JICHCTBUI Ha TeXHUYecKHue cpenctBa oopadotku I1/1H),

a TaK’KC UCIOJIb3YyCMbIC B I/IH(I)OpMaLIHOHHOﬁ CUCTEMC I/IH(I)OpMaI_II/IOHHBIC TCXHOJIOTHH.



DTHU Mepbl IPU3BAHBI 00ECIICYUTh:

- KOH(QHWIEHUHAJILHOCTHL HWHPOpMaMK (3amUTa OT HECAHKIMOHHPOBAHHOTO
03HAKOMJICHHS);

- HeJOCTHOCTHh MHpOpMaIUU (aKTyalIbHOCTh M HENPOTUBOPEYUBOCTh MH(DOPMAILINH, €€
3aIUIIEHHOCTh OT Pa3pyIICHUs] 1 HECAHKIIMOHUPOBAHHOTO U3MEHEHHS);

- JOCTYNHOCTh WHpOpMauu (BO3MOXHOCTh 3a MPUEMJIEMOE BpEMs IOJIYYUTh
TpeOyeMyro HH(MOPMAITHOHHYIO YCIYTY).

Craaguu cozmanus C3I1JIH BKIIFOYAIOT:

- TpeanpoeKTHas CTajausi, BKJIOHaromias mnpeanpoektHoe obcnenoBanue WCIIH,
pa3paboTKy TEXHHMUECKOTO (4aCTHOTO TEXHUUYECKOT0) 3aJJaHUs Ha €€ CO3/IaHueE;

- CTaaus IPOEKTUPOBaHMS (pa3paboTku nmpoekToB) u peanmzaruu UCIIIH, BkiTtoyaromas
paszpabotky C3I1/In B cocraBe UCII/IH;

- ctagus BBoAa B AeiictBue C3II/IH, BKIrOUaromas ONbITHYIO ASKCILUTYaTalUIO0 U MPUEMO-
C/IaTOYHbIE UCTIBITAHUS CPEJCTB 3alIMThl HH(OpMalnu, a Takxke oneHKy cooTBercTBusl MCII/H
TpeOoBaHUsAM 0€30MMaCHOCTH HH(OPMALIUH.

OpranuzalvoHHbIE MEPHI IPEIYyCMaTPUBAIOT CO3/IaHUE U TOJepKaHHe MPaBOBOMl 0a3bl
oe3onacHoctu [IJIH m pa3paboTky (BBeACHHE B ACUCTBHE) MpeaycMOTpeHHBIX [lomuTukoi
nHpopmanmonnoit 6ezonacHoctu MCII/IH crnemyrommx opraHU3almOHHO-PACIIOPSIAUTEIIBHBIX
JOKYMEHTOB:

- [Iman meponpusTuii o odbecnedenuro 3amuthl [1J{H npu ux o6padorke B UCII/H;

- [Iman MmeponpusTHii IO KOHTPOJTIO obecrieueHus 3amuThl [1/1H;

- Ilopsmok pesepBupoBaHUs U BOoccTaHOBIeHUs pabotocrmocobnoctn TC u I1O, 6a3
nanueix U C3U;

- JomxnoctHas wuHcTpyKuus aamunuctparopa MCII[ln B wyactu oOecneueHus
6e3omacuoctu [1/Ix npu ux obpadotke B UCII/IH;

- omxHocTHas uncTpykus nonb3oBatens UCII/Ix B yactu obecriedenust 6€30macHOCTH
[111 mpu ux o6padotke B UCII/H;

- UHCcTpyKuMs Ha ciiydail BO3HUKHOBEHUS! BHEITATHOW CUTYAllUH;

2. 3agaun C3IIJH.

OcnoBro#t nenbto C3I1JIH sBrsieTCs MUHUMH3AIMS yiiepOoa OT BO3MOXKHON peann3aiuu
yrpo3 6e3onacHoctu [1/1H.

Jlns mOCTHOKEHHsT OCHOBHOUM 1enmu cucteMa Oe3omacHoctu I1/ln MCII[H momkHa

obecneunBaTh B(I)(I)CKTI/IBHoe peuicHMEe CICAYIOIMX 3a/1a4.



- 3aIIMTy OT BMeNIaTenbcTBa B npouecc pynkunonuposanus MCII/IH noCTOPOHHUX JHIT
(Bo3MOXXHOCTHh ucmoJsib30BaHuss AC U J10oCTyn K €€ pecypcaMm JIOJDKHbI HMETh TOJIBKO
3aperucTpUPOBAaHHBIE YCTAHOBJIEHHBIM MOPSAKOM I10JIb30BATENN);

- pasrpaHMyeHHE [JOCTyNa 3aperuCTPUPOBAHHBIX I0Jb30BATENIEd K amnmnapaTHBIM,
nporpaMMHbIM U uHGopManroHHbIM pecypcam MCIIIH (BO3MOXKHOCTH JOCTYIA TOJIBKO K TEM
pecypcaM U BBINOJIHEHUS TOJBKO TEX ONEpanuil ¢ HUMH, KOTOpble HEOOXOAUMBbI KOHKPETHBIM
nosib3oBatensiM MCIIJIH asist BBIOTHEHUS] CBOUX CIY)KEOHBIX OOs3aHHOCTEH), TO €CTh 3aIUTy
OT HECAaHKLIMOHUPOBAHHOTO JIOCTYIA;

- KOHTPOJIb LI€JIOCTHOCTHU (00ecreueHre HEN3MEHHOCTH) CpPe/ibl UCTIOJTHEHUS POTpamMM U
€€ BOCCTAHOBJICHHE B CIIydae HapylleHUs,

- 3aUUTy OT HECAaHKUMOHUPOBAHHOW MOJU(PHUKAIMM U KOHTPOJb I€JIOCTHOCTH
ncnonszyemblx B MCII/IH mporpaMMHBIX CPENCTB, a TAaKKE 3alIUTy CUCTEMBI OT BHEIPEHUS
HECaHKIIMOHUPOBAHHBIX NPOTPAMM,;

- 3amuty [1/IH OT yreuku mo TEXHHYECKMM KaHajlaM MpHu ee oOpaboTKe, XpaHEHUH U
nepeaye 1o KaHajuaam CBS3H,

- zamuty [1JIH, Xpanumoi, obpabaTsiBacMOil M TepelaBaeMOM MO KaHajdaM CBS3H, OT
HECaHKIMOHUPOBAHHOIO Pa3IJIalICHUS WM UCKa)KECHUS;

- CBOEBPEMEHHOE BBISBIEHHE HCTOYHUKOB yrpo3 OesomacHoctd IIJIH, npuumH un
YCIIOBUH, CIOCOOCTBYIONIMX HaHeceHHIo ymepba cyobektam [IJIH, co3manme MexaHu3Ma
OIEpPaTUBHOTIO PearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTUBHbIE TEHACHINH;

- CO3/JaHue YCIOBUH JUIi MHHMMHU3AaLUMU U JIOKAJU3alMM HAHOCHMMOTIO yuiepba
HENPaBOMEPHBIMU JCUCTBUSAMH (PU3NYECKUX M IOPUIMYECKUX JIML, OcjalOleHue HeraTuBHOIO
BIIMSIHMSL M JIMKBUJALIMA TIOCIIEACTBUN HapyeHus 6e3onacHocTty [1/1H.

3. O0beKTHI 31U ThI.

OObekTamMu 3alIMTHl SABJISIOTCS — wuHHpopMmaiwms, oOpabarteiBaemMas B WCII[AH, u
TEeXHHYECKHue cpejacrtBa ee o0paboTku UM 3amuThl. [lepeueHb MNepCcOHANBHBIX JAHHBIX,
HoAJIeXKaIue 3aIuTe, onpeneicH B [lepedune nepcoHanbHBIX JAHHBIX, NMOAJIEKAILNX 3aLIUTE B
NCTL.

OOBEKTHI 3aIUThI BKJIIOYAIOT:

- oO6pabaTbIBaeMasi MH(popMars;

- TeXHOJIOTHYecKasi HHpopMaLus,

- IPOrpaMMHO-TEXHUYECKHE CPeACcTBAa 00pabOTKH;

- cpeacrsa 3auuThl [1/1H;

- KaHaJIbI HH(bOpMaHHOHHOFO oOMeHa u TECJICKOMMYHHKAIINH,



- 00BEKTHI U MIOMEIIEHHS], B KOTOPBIX pazMelieHbl komnoHeHTsl CIT/H.

4. Knaccudpuxauus nogan3oBareseir UCIIAn.

[MonmezoBatenem MWCII[lH sBisercs mnumo, ydvacTBymomee B (yHKIHOHHPOBAHUU
MH(POPMAIIMOHHON CHCTEMBI TEPCOHATBHBIX MAHHBIX WM HCHOJNB3YIOMIEEe pPE3yIbTaThl €e
¢bynkumnonnposanus. [lonszoBarenem UCIn sBisiercs moboit cotpyaaunk MBY 1O «/IHOCIII
Nedy, umeronmit gocryn k WCII[AH um ee pecypcam B COOTBETCTBHUM C YCTaHOBJIEHHBIM
MOPSIKOM, B COOTBETCTBHH C €T0 ()yHKIMOHAIHHBIMH 00S3aHHOCTSIMH.

[Tonb3oBarenu UCIIIH nensitcs Ha JB€ OCHOBHBIE KaTETOPHH:

1. Anamunucrpatop HCIOn. Corpymuuku MBYIO «JIIOCII Nedy, KoTOpbIE
3aHMMAIOTCSI HACTPOMKOM, BHEIPEHUEM UM CONIPOBOXKAeHUEM cucTeMbl. Anqmunuctpatop UCITIx
o0nasaeT CIeAyIOUMM YpPOBHEM JOCTyma: 00JajaeT MOJHOW MHpopManueil 0 CUCTEMHOM U
npukinagHoM nporpamMmmHoM obecnieuenun MCII/IH, oOnamaer mnosnHoN wuHbopMmanued o
TeXHUYECKUX cpenactBax u koHburyparmuu WCIIJIH, uMeer JOCTym KO BCEM TEXHUUYECKUM
cpenctBam  00paboTku  umHGopMammu W gaHHeiM  WCIIJIH, oOmamaer  mpaBaMu
KOH(PUTYPHUPOBAHUS M aIMUHUCTPATUBHON HaCTpoKu TexHudeckux cpeacts UCIIH.

2. Onepatop UCITOn. Cotpymauku MBYJIO «/IFOCII Ned4y yuacTByromue B mpoiecce
skcruryataruu MCII{a. Onepatop UCII/IH oGnanaer cieayronmM ypoBHEM JOCTyHa: 00JagacT
BCEMH HEOOXOIUMBIMHU aTpuOyraMu (HampuMmep, MapoJieM), O00eCleYUBAOIIMMH JIOCTYI K
HeKoTopoMy mnoaMHokecTBY I1JIH, pacmonaraer koHpUAEHUIHUATLHBIMU JAHHBIMHU, K KOTOPBIM
HMMeEET JTOCTYIL.

Kareropuu mosw3oBareneld 100kHBI ObITh onpenenenbl asa kaxaor MCIIOn. JomkHo
ObITh YTOYHEHO pa3/ieJieHHE COTPYIHUKOB BHYTPU KAaTE€rOpuil, B COOTBETCTBUU C THUIIAMU
nosb3oBareneil ompenenenHbiMu B [lomutnke uHGopMmanuonHoit Oe3zomacHoctu. Bce
BBISBJIICHHbIE TPYIbI IOJb30BaTENEH oOTpaxarorcs B OtTuere HO pe3ysibTaraM BHYTPEHHEH
npoBepku. Ha ocHoBanun Otuera omnpepnenstorcs npasa aoctyna K snementam MCII/Ix mis
BCEX I'PYIII MOJb30BaTENEl U OTpakaroTcs B Marpuue noctyna B [losioxkenuu o pasrpaHnyeHun
paB J0CTyna K o6pabaTeiBaeMbIM MEPCOHAIBHBIM JTAHHBIM.

S. OcHOBHBIC NPUHOMIBI TOCTPOCHHS CHCTEMbl KOMILICKCHOH  3aIMThI
uHpopMmanuu.

[Toctpoenne cuctemsl obecneuenus: 6e3omnacHoctu [1In UCITJn MBYJO «IIOCIII
Ned» n ee (GyHKIMOHHUPOBAaHUE JOJDKHBI OCYIIECTBIATHCS B COOTBETCTBUU CO CIENYIOIIMMU
OCHOBHBIMM IPUHLMIIAMU: 3aKOHHOCTb, CHUCTEMHOCTb, KOMIUIEKCHOCTb, HEIPEPHIBHOCTD,

CBOCBPECMCHHOCTb, MPCECMCTBCHHOCTb U HCIIPCPLIBHOCTL COBCPIICHCTBOBAHUA, NCPCOHAJIbHAA



OTBETCTBEHHOCTh, MUHIMHU3AIUS MTOJITHOMOYHH, B3aUMOJCUCTBUE W COTPYAHHYECTBO, THOKOCTH
CUCTEMBI 3aIUTHI, POCTOTA MPUMEHEHHS CPEJICTB 3AIUTHI, 0053aTETLHOCTD KOHTPOJISL.

3aKOHHOCTh TMPEAIOJIAracT OCYIIECTBICHHE 3alllUTHBIX MEPONPUSATHH U pa3paboTKy
C3I1a MBYZO «IHOCIL Ne4» B COOTBETCTBHU C JCUCTBYIOIIUM 3aKOHOJATEIHCTBOM B
obnactu 3amuThl [IJ[H W OpyruMH HOPMATUBHBIMH TIPABOBBIMH aKTaMH IO OE30MAaCHOCTH
nH(pOpMALUK, YTBEPKICHHBIX OpraHaMH TOCYIapCTBCHHOW BJIACTH W YIIPABJIICHUS B TIpeeiiax
HX KOMITCTCHIIH.

[Tonws3oBarenu u obcmyxuBaronuii nmepconan [1Jn UCIIOAax MBYIAO «AFOCII Nedy
JOJDKHBI  OBITH  OCBEIOMJICHBI O TIOpSIIKE paboThl ¢ 3amuiaeMod wuHbopMmamnuern u o0

OTBETCTBEHHOCTH 3a 3auThl [1/[H.

Cucremnsrii moaxon k noctpoenuto C3I1[Ia MBY 1O «IFOCII Nedy mpeanomnaraet y4et
BCEX B3aMMOCBA3aHHBIX, BSaHMO)IeﬁCTBYIOIHI/IX U H3MCHAIOIIUXCA BO BPEMCHH JJICMCHTOB,
yciioBuUi W (AaKTOPOB, CYIIECTBEHHO 3HAYMMBIX Ui TOHWMAaHUS W PEIICHHS TMPOOJIeMbI

o6ecneuenns 6e3onacHoctr [11a UCITTa MBY 1O «IFOCII Ned»).

[Ipn co3maHuM cHCTEMbl 3alIUTHl JIOJDKHBI YYMTHIBAThCA Bce cilabble U Haubouee
ysI3BUMBIE MecTa cucTeMbl o0pabotkm II/IH, a Takxke xapakTep, BO3MOXKHbIE OOBEKTHI M
HarpaBJICHUS aTak Ha CHUCTEMY co CTOPOHBI HapyIuTenei (ocobGeHHO
BBICOKOKBaTU(PUIIMPOBAHHBIX 3JIOYMBIIIJICHHUKOB), MYTH MPOHUKHOBEHMSI B paclpeieieHHbIE
cuctembl 1 HCJl x undopmarmu. Crucrema 3aluThl AOHKHA CTPOUTHCSA C YYETOM HE TOJIBKO
BCEX M3BECTHBIX KaHanoB nmpoHukHoBeHus: 1 HC/I k undopmariu, Ho U ¢ y4€TOM BO3MOXKHOCTHU

IMOABJICHUA ITPUHOUIINAJIBHO HOBBIX HYTeﬁ pcajin3aliin yrpo3 0€30I1aCHOCTH.

KommekcHoe HCIIOJIB30BaHHUEC METOJ0B n CpEaAcCTB 3alIUThI npeamnojaracTt
COI'JIaCOBAHHOC IIPUMCHCHHEC PA3HOPOAHBIX CPEACTB IIPpH IIOCTPOCHHUU HGJ’IOCTHOﬁ CHCTEMBI
3alllUThI, HCpCKprBaIOH_Ieﬁ BCC CYHICCTBCHHLIC (3Ha‘II/IMI>IC) KaHaJIbl peajindaiiiu yrpo3 "M HC

conepxcameﬁ c1a0BbIX MECT Ha CTBIKaX OTACIBHBIX €€ KOMIIOHCHTOB.

3aIJ_[I/ITa JO0JDKHA CTPOUTHCA SIICTIOHHPOBAHO. I[J'ISI KaxKJ0Iro KaHaJla YTCUKHN I/IH(i)OpMaI_II/II/I
U I KaxJaoi YIrpO3bI 0e301macHOCTH HAOJDKHO CYyHICCTBOBATH HCECKOJIBKO 3aIMUTHBIX py6e>KeI7I
COSI[aHI/Ie 3alllUTHBIX py6e>KeI7I OCYHICCTBJIACTCA C YUCTOM TOTIO, YTOOBI A1 UX MpCOHOJICHUA
NOTCHIHUAJIIBHOMY 3JIOYMBIIIJICHHUKY Tpe6OBaJ'II/ICL HpO(l)eCCI/IOHaJ'IBHBIe HaBBbIKM B HCCKOJIbKHX

HEB3aMMOCBSI3aHHBIX 00JIaCTSIX.

3aIJ_[I/ITa HI[H — HC Ppa30BOC MCEPONUPHUATUC U HC MPOCTAA COBOKYIHOCTH IPOBCIACHHBIX
MepOHpI/IﬂTI/Iﬁ U YCTAHOBJICHHBIX CpCACTB 3allUThl, a HCHpCpBIBHBIfI L[CJ'ICHaHpaBJ'ICHHHﬁ
Iponecc, npe;monarafomnﬁ MNPUHATUC COOTBCTCTBYIOIIMX MCP Ha BCCX JTallaX KU3HCHHOI'O

mukia UCIT/H.



UCII[H AomKHBI HAXOAMTHCS B 3alIMIIEHHOM COCTOSIHUM Ha MPOTSHKEHUU BCEro
BpeMeHU UX (PYHKIIMOHUPOBaHUS. B COOTBETCTBUM C STUM MPHUHIIUIIOM JOJDKHBI TPUHUMATHCS

Mepbl 110 HeponyueHuto nepexoaa MCII/IH B He3aMIIIEHHOE COCTOSTHUE.

BonpmmHCTBY (HU3MYECKUX W TEXHUYECKUX CPEACTB 3alIUTHl IS APPEKTUBHOTO
BBIIIOJIHEHUSI CBOMX (PYHKUIUN HEoO0XoAMMa IOCTOSIHHAs TEXHMYECKas M OpraHu3allMOHHAas
(amIMUHUCTpAaTHBHAS) TOAICPXKKAa (CBOCBPEMEHHAss CMEHAa M OOECIeUeHUE NPABHILHOTO
XpaHEHUS W TMPUMEHEHHS WMEH, TMapoJiel, KIoYeH IH@poBaHUSL, TepeonpeeiicHue
nosHoMouud M T.1.). IlepepbiBBI B paboTe CpeACTB 3alIUThl MOTYT OBITH HCIIOJIb30BaHbI
3JI0YMBIIIJICHHUKAMU JIJIs1 aHAaJIu3a IPUMEHSEMbIX METOJIOB M CPEJCTB 3alllUThl, JJIs BHEIAPEHUS
CHEHAbHBIX TMPOrPAMMHBIX M amMapaTHBIX "3aKIaJoK" M APYrUX CPEACTB IPEOJOJICHUS

CHUCTEMBI 3allIMTHI ITIOCJIC BOCCTAHOBJICHUS €€ Q)YHKHI/IOHI/IPOBaHI/IH.

CBOEBpeMEHHOCTh  MpeArnojaraeT yOpekJaloUuuil  XapakTep Mep oOecrneueHus
o6e3onmacHoctu [IJ[H, TO ecThb mocTaHOBKY 3amad 1o KomiwiekcHoW 3amure WCII[IH un
peanuzanuio Mep obecriedeHus: 6ezonacHocTr [1/{n Ha panHux cramusax paspadbotku UCII/IH B

OEJIOM U €€ CUCTCEMbI 3alllUThI I/IH(i)OpMaHI/II/I, B 4aCTHOCTH.

Pa3paboTka cucTeMbl 3amMThl JOJDKHA BECTUCh NapajulebHO € pa3paboTKoll u
Pa3BUTHEM CaMOM 3aIUIIAEMOM CUCTEMBI. DTO MO3BOJUT YUECTh TPEOOBAHUS OE30MACHOCTH MPH
MPOEKTUPOBAHUHN HMH(DOPMALIMOHHONW apXUTEKTypbl M, B KOHEYHOM CcueTe, co3JaaTh Ooiee

s dexTuBHBIC (KaK MO 3aTpaTaM PEeCypcoB, TaK U MO CTOMKOCTH ) 3aIUIIEHHBIE CUCTEMBI.

[lepconanpHas OTBETCTBEHHOCTh IMPEAIOJIaraeT BO3JOKEHHWE OTBETCTBEHHOCTH 3a
obecnieuenue OezomacHoctu [I/[H u cucrembl ux 00pabOTKM HAa KaXJAOTO COTPYJHUKA B
mpejenax ero MoJIHOMOouuil. B COOTBETCTBMM € 3TUM NPUHIUIIOM pacIpelielieHue IpaB U
00s3aHHOCTEN COTPYAHUKOB CTPOMUTCS TaKMM 00pa3oM, 4TOOBI B cCilydae JHOOOro HapyIICHUS

KpYr' BUHOBHUKOB OBLI YETKO U3BECTEH MU CBCJCH K MUHUMYMY.

MunuMu3anus MMOJJHOMOYMH O3Ha4aeT IpeaoCTaBJIICHUC I10JIb30BATC/IIM MHWHHUMAJIbHBIX
mpaB AOCTyIla B COOTBCTCTBUU C HpOHSBOI[CTBGHHOfI H€O6XOI[I/IMOCTBIO, Ha OCHOBC IIPpHHOMUIIA

«BCC, YTO HC pa3pClICHO, 3aIIPCIICHO.

I[OCTYH K HZ[H JOJIKCH MPEAOCTABIATHCA TOJIBKO B TOM ClIydac U O6’BeMe, €CJIN 3TO

HeO6XO,Z[I/IMO COTPYAHUKY IS BBITIOJITHEHUA €T0 JOJIZKHOCTHBIX 0053aHHOCTEH.

B3aumopelicTBe M COTPYIHMYECTBO IpeanojaraeT Cco3JaHue  OnaronpusTHOU
aTMocdepbl B KOJJIEKTHBAX MoJpasjiesieHni, obdecneunBatomux aesrenbHocts UCII[n MBY
JO «AFOCHI Nedy, niasi CHMXKEHHMS BEPOATHOCTH BO3HUKHOBEHHS HETaTUBHBIX JCHCTBUUI

CBA3aHHBIX C YCJIOBCUCCKHUM (I)aKTOpOM.



B Ttakoii 00cTaHOBKE COTPYIHWUKH JIOJDKHBI OCO3HAaHHO COOJIONATh YCTaHOBJICHHBIC
MpaBWJIa U OKAa3bIBaTh COJICHCTBUE B JEATCILHOCTH MMOJAPA3JCIICHUA TEXHUYSCKOW 3alllUTHI
uH(bOpMAIIHH.

[IpuHSATEIE MEPHI U YCTAaHOBJICHHBIC CPEJICTBA 3AIUTHI, OCOOCHHO B HAYAIBHBIN TIEPUO]T
WX OJKCIUTyaTallMd, MOTYT oOecreuWBaTh Kak Ype3MEpHBIA, TaK M HEIOCTATOYHBIH ypPOBEHB
3amuThl. JlJis oOecriedeHus BO3MOXKHOCTH BaphUPOBAHUS YPOBHEM 3alIUINEHHOCTH, CPEACTBA
3alUTBl JIOJDKHBI 00JalaTh OMpeAeNieHHOW THOKOCThI0. OCOOEHHO BaKHBIM 3TO CBOWMCTBO
SBJIICTCS B TEX CIy4asX, KOTJa yYCTAaHOBKY CPEJCTB 3allUThI HEOOXOJIUMO OCYIIECTBISATH Ha

paboTarolIyto CUCTEMY, HE Hapylllas polecca €€ HOpMalbHOrO (QYHKIIMOHUPOBAHMUSL.

MexaHn3MBbl 3aIIUTHl TOJDKHBI ObITh HHTYUTUBHO MOHSTHBI M MPOCTHI B MCIOIb30BaHUH.
[IpumeHeHne cpeAcTB 3alIUThI HE I0JKHO OBITh CBSI3aHO CO 3HAHMEM CIIELUAIbHBIX SI3BIKOB WU
C BBINIOJHEHHEM JEHCTBUH, TpeOYIOIIUX 3HAUMTEIbHBIX JOIMOJHUTENBHBIX TPYA03aTpaT IMpHU
00BbIYHOM paboTe 3aperucTpUPOBAHHBIX YCTAHOBICHHBIM MOPSAKOM IOJB30BaTENEH, a TaKXkKe He
JOJKHO TpeOoBaTh OT MOJb30BATEJNsS BBIMIOJHEHUS PYTUHHBIX MAJOMOHSATHBIX €My Omepauui

(BBOJ HECKOJIBKUX MapoJjieil U UMeH U T.1.).

JlomkHa JOCTUTaThCA aBTOMAaTH3alM MaKCUMAJIBHOTO YKCia JSUCTBHI MTOJIb30BaTeICH U

agmuauctpatopo UCITIH.

OO0s13aTeIbHOCTh  KOHTPOJIL ~ MpEATNoaraeT o00s3aTeIbHOCTh M CBOEBPEMEHHOCTH
BBISIBJICHUSI W TMIPECEUCHHUS IMOMBITOK HAPYIIEHHUS YCTAHOBJIEHHBIX MpaBWJI oOOecreyeHus
6e3omacHoct [IJIH HA OCHOBE MCMONB3YyEMBbIX CHUCTEM M CPEACTB 3alllUThl MH(QOpPMAIUU MPHU

COBCPUHICHCTBOBAHUHU KPHUTEPHUEB U METOJJOB OLICHKU 3(1)(1)CKTI/IBHOCTI/I OTHUX CUCTEM U CPCACTB.

KoHTponb 3a IeITeNbHOCTHIO JHO00TO TMOJIB30BATENsI, KAKIOTO CPEACTBA 3AIMTHl U B
OTHOIIIEHUH JHOOOTO OOBEKTa 3alIUTHI JIOJDKEH OCYIIECTBISATHCS Ha OCHOBE NPUMCHCHHS
CPEICTB  ONEPAaTHMBHOTO KOHTPOJSI W  PETHUCTpAllMd H  JOJDKEH  OXBaThIBaTh  Kak
HECaHKI[TMOHUPOBAHHBIC, TAK U CAHKIIMOHUPOBAHHBIC ICHCTBUS TOJIb30BATEIICH.

6. Mepbl, MeTOIbI M CPeICTBA o0ecredeHrs] He00X0IMMOI0 YPOBHS 3aIUThI.

Obecrieyenrie TpeOyeMOro YpOBHSI 3alIMIIEHHOCTH JIOJDKHOCTHU JIOCTUTaThCsl C
WCIIOJIb30BaHMEM Mep, METOJOB U CpelAcTB Oe3zomacHocTd. Bce wMepbl obecnedeHus

6ezonacroctn UCII/IH nonpasnenstorcs Ha:

1. HpaBOBLIC. K IIpaBOBbBIM MEpaM 3alIUTBI OTHOCATCS HeﬁCTBYIOIHHe B CTPAHEC 3aKOHBI U
HWHBIC HOPMATHUBHBIC TIPABOBLIC AKTbhI, PCTJIAMCHTUPYIOLIHUEC IIpaBUJIa 06paIJ_IeHI/I$I C HI[H,
3aKpCIUIAIOIIUC IIpaBa U 0053aHHOCTH Y4aCTHUKOB I/IH(I)OpMaLII/IOHHBIX OTHOILIEHUM B mponecce

€C o6pa60T1<1/1 H HUCIOJIb30BAHUSA, a TAKIKC YCTAHABJIMUBAIOMIUEC OTBCTCTBCHHOCTL 3da HAPYIICHUA



9TUX IIPaBUJl, NIPEIATCTBYS TEM CaMbIM HEIIPAaBOMEPHOMY HCIIOIb30Banuio [11/[H u sBisronmecs

CACPKUBAIOIINM (PAKTOPOM IS MOTCHIMATLHBIX HAPYITUTEIICH.

[IpaBoBbIE Mephl 3aIIUTHl HOCAT B OCHOBHOM YHPEXKAAIOUINHA, MPOQHUIaAKTHUECKHUI
XapakTep W TpPeOYIOT TIOCTOSHHOW pPa3bsICHUTEIBHONH pPa0dOTBI C TMOJB30BATEISIMH U

00CITY’>KUBAIOIINM MIEPCOHATIOM CHCTEMBI.

2. MopanbHo-3THYecKHEe. K MOpanbHO-3TUUECKIUM MepaM OTHOCSITCSI HOPMBI MTOBEICHUS,
KOTOpBIE TPAAUIIMOHHO CJIOXWJIUCh WIM CKJIAQJBIBAIOTCS MO Mepe pacmpoctpaHeHus OBM B
CTpaHe WM oOmecTBe. DT HOPMBI OOJIbIIEH YacThl0 HE SIBISIOTCS OO0SA3aTEIHHBIMH, Kak
3aKOHO/IaTENILHO YTBEPKJIEHHBIE HOPMATHBHBIE aKThl, OJIHAKO, UX HECOOII0IeHUE BEJAET OOBIYHO
K TAJEHUI0 aBTOPUTETA, MPECTUXKa YeJOBEKa, TPYIIbI JIUI WM OpraHu3anuud. MopaiabHO-
ATUYECKHE HOPMBI OBIBAIOT KaK HEMHCaHbIe (Hampumep, oOIIenpU3HAHHBIE HOPMBI YECTHOCTH,
MaTpUOTH3MA | T.I1.), TaK M MTUCAHBIE, TO €CTh OPOPMIIEHHBIE B HEKOTOPBIA CBOJI (YCTaB) MPaBUII

WJIY TIPEANMCaHUM.

MopanbHO-3THUECKHE MEpbl 3allUThl SBIAIOTCA MPOPUIAKTUYECKUMU U TpeOyIOT
MOCTOSIHHOM paboThl 1O CO3JaHHMIO 3JI0POBOTO MOpPAJBHOTO KIUMaTa B KOJUIEKTHBAX
oApa3esIeHnid. MOpalbHO-2TUYECKHE MEPBI 3aLIUThl CHUYKAIOT BEPOATHOCTH BO3HUKHOBEHUS

HEraTUBHBIX JEHCTBHUI CBSI3aHHBIX C YEJIOBEUECKUM (haKTOPOM.

3. Opranuzanuvionssie. Opranu3aloHHbIe (aMUHUCTPATUBHBIE) MEPHI 3AIUTHI - 3TO
MEphl OPTraHU3AIMOHHOTO XapaKTepa, PEerJaMEHTUPYIOIHUE MPOIecchl (YHKIIMOHUPOBAHUS
HCTInH, ucnons3oBanue pecypcoB MCII/IH, mesarenbHOCTh 0OCTYKHMBAIOUIETO IEpCOHANA, a
TaKKe TMOPSANOK B3ammojehcTBus moib3oBareneit ¢ MCII/In Takum oOpazom, 4YTOOBI B
HauOOJNBIICH CTENEeHH 3aTPYAHHTh WJIH HCKIIOYATh BO3MOXXHOCTh pEaIM3allud  yrpo3

0€30I1aCHOCTH MJIM CHU3UTh pasMEp NOTEPH B CIIydac UX pCaln3aluu.

'maBHasgs 1enp  aJAMUHUCTPATUBHBIX  Mep, MPEANPUHUMAEMBIX Ha  BBICIIEM
yIpaBJeHUYEeCKOM ypoBHE — chopmupoBath [lomutuky mHbopmannonnoi 6esomacuoctu [1J{H
(oTpakaroly0 MOAXOAbl K 3almuTe UHPOpMAIMKU) U OOECHEeUUTh €€ BBINOJIHEHUE, BBIICIISS

H606XOI[I/IMBIC PECYPChI U KOHTPOJUPYA COCTOSIHUC ACII.

Peanuzanus [oautuku undopmarnmonnoit 6e3onacHocty [1/1n B UCIIIH cocTosT u3 Mmep

AIMUHUCTPATUBHOT'O YPOBHS U OPraHU3allMOHHBIX (npouenypHHX) MCD 3alllUThI I/IH(I)OpMaI_[I/II/I.

K agMUHHCTpaTMBHOMY YPOBHIO OTHOCSITCSI PELLEHUS PYKOBOJCTBA, 3aTparvBarollNe
nearenbHocTh MCIIJIH B nenom. OTH pemeHus 3akperysitorces B [lomuTtuke nH(OpMannoHHOM

0€30I1aCHOCTH.
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4. ®uznueckue. dusznueckre Mepbl 3alIUTHl OCHOBAHBI HAa IPUMEHEHUHU PA3HOI0 poja
MEXaHWYECKUX, DJIEKTPO- WM 3JIEKTPOHHO-MEXaHWYECKUX YCTPOWCTB M  COOPYKEHHUH,
CIEUUANBHO MPEeIHA3HAYCHHBIX IS CO3/AaHUs (PU3NYECKHUX MPENATCTBUI HA BO3MOXKHBIX MYTSIX
IIPOHUKHOBEHUS M JIOCTyNa IOTEHLMAJIbHBIX HApYILIUTENEH K KOMIIOHEHTaM CHCTEMBI U
3aluuaeMon nH(popMalny, a TaKkKe TEXHUYECKUX CPEACTB BU3YalbHOIO HAOIIOACHUS, CBA3HU U

OXpPaHHOW CUTHAIU3ALNH.

dwusnueckas 3amUTa 3AaHUN, TOMEIIEHUH, OOBEKTOB M CPEACTB HH(POPMATH3AINH
JIOJI’KHA OCYILIECTBIISITHCS ITyTEM YCTAHOBJIEHHS COOTBETCTBYIOIIMX MOCTOB OXPaHbl, C IOMOIIIbIO
TEXHUUYECKUX CPEJICTB OXpaHbl WIN JIIOOBIMU JPYTMMH CHOCOOAMHM, MPEJOTBpAIIAOIIUMU HIIN
CYIIECTBEHHO 3aTPYAHSIOIIMMHM IMPOHUKHOBEHUE B 3/1aHUE, MOMEIIEHUS MOCTOPOHHHUX JIUII,
XUILEHUE MH(OPMALMOHHBIX HOCHUTENEH, caMMX CpelICTB MH(QOpMATH3ALUH, HCKIIOYAIOLIUMU
HaX0XJEHWE BHYTPU KOHTPOJUPYEMOW (OXpaHseMOM) 30HbI TEXHHYECKUX CPEICTB DPa3BEAKU
(Buaeokamep, MOACTYIINBAIOLIUX YCTPOICTB).

5. Texuuueckue. TexHudyeckue (anmapaTHO-IPOTPaMMHBIE) MEPhI 3alllUThl OCHOBAaHbI Ha
WCIOJIb30BAHMUU PA3JIMYHBIX MEKTPOHHBIX YCTPONCTB U CIEHUANBHBIX NMPOTpaMM, BXOJSIIUX B
coctaB VCIIJIH 1 BBITIOJHSAIOMIMX (CAMOCTOSITEIbHO WJIM B KOMIUIEKCE C JIPYTUMHU CPEACTBAMU)
GbyHKUIMM 3anmuThl  (MACHTU(PUKAUIO W ayTeHTHU(PHUKALMIO TO0JIb30BaTECH, pa3rpaHuyYeHue
JOCTyIa K pecypcam, PETUCTPalUI0 COOBITHH, KpUNTOTpaduueckoe 3aKphITHE WHPOpMAUA U
T.J.).

C yderom Bcex TpeOoBaHU U MpUHIUIIOB oOecnieuenus Oe3omnacHoctu [1JIn B UCIT/H
[0 BCEM HANpaBJICHUSAM 3alllUThl B COCTaB CHUCTEMbI 3allUThl JOJKHBI ObITH BKIFOUEHBI
CIIEyIOIIME CPEACTBA: CpelACTBAa HIACHTHUQHUKAIMK (OMO3HABaHMS) U  ayTEHTU(UKAINH
(monrBepykaeHUs1 moaMHHOCTH) modb3oBarened MCIIH, cpencTBa pasrpaHuyeHus JOCTyma
3aperucTpUpOBaHHBIX MOJb30BaTenel cuctemsl k pecypcam MCII[IH; cpenctBa obecnieueHus: u
KOHTPOJIS LIEIOCTHOCTH MPOTPAMMHBIX U MH(GOPMAITMOHHBIX PECYPCOB U T.1.

[lepeuenr BBIOpaHHBIX Mep oOecrneueHusi Oe3zomacHocTH oTpaxkaercs B Ilnane
MEPOTIPUATHII 110 00eCTIeYeHUIO 3alTUThl IEPCOHAIBHBIX JaHHBIX.

7. KonTpoJsb 3¢dextuBHocTH cucTtembl 3amutbl UCII/IH.

KonTtpons 3¢pdpexruBnoctn C3II/IH n0mKeH OCyIIecTBIsETCs Ha EPUOJUUECKON OCHOBE.
Ienbto KOHTpOJsE 3((HEKTUBHOCTH SIBISETCS CBOEBPEMEHHOE BBISBICHHE HEHAUIeKAlUX
pexxumoB pabotel C3IIJIH (OTKJIIOYEHHE CpEeACTB 3alUThl, HAPYIIEHHE PEKHUMOB 3alIUTHI,
HECAaHKLMOHMPOBAHHOE HW3MEHEHME peXuMa 3alluThl U T.I.), a TaK IPOTHO3UPOBAHHME U

MIPEBEHTUBHOE pearnpoBaHue Ha HOBbIE yrpo3bl 6e3omacHocTH [1/1H.
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KoHTpons MOXET NpOBOIUTHCS Kak amMuHUcCTpaTtopamu Oe3omacHoctn MCIIIH
(omepatuBHBI KOHTPOJL B Tporiecce nHpopmammonHoro B3aumojeiicteust B UCIIn), Tak u
MPUBJICKAEMBIMH IS 3TOM L€ KOMIIETEHTHBIMU OPraHu3alUsiMy, UMEIOIIUMH JIMIEH3UI0 Ha

3TOT BUJ AeaTenbHOCTH, a Takke DCTIK Poccuu u @Ch Poccun B npenenax ux KOMIIETEHIIUH.

KoHTpoap MOXET OCyLIeCTBISTHCS aIMUHUCTPATOPOM OE30MACHOCTH KaK € HMOMOUIbIO
IITATHBIX CPEICTB cUcTeMbl 3amuThl [1/[H, Tak W C MOMOIIBIO CHEHNUATBHBIX MPOrPAMMHBIX

CPEICTB KOHTPOJISL.
8. Cepbl 0OTBETCTBEHHOCTH 32 6€30MACHOCTbD.

OTBeTcTBEHHBIM 3a pa3pabOTKy Mep M KOHTpOJIb Haja olecrieueHueM O0e30MacHOCTH
MEPCOHANBHBIX JAaHHBIX SIBISIETCS PYKOBOAMTENb (KpaTKO€ HAaWMEHOBAHHE OIepaTopa).
PykoBoauTens MOXKET JAeNerupoBaTh YacTh IOJHOMOYMH MO OOecrneueHuIo Oe30MacHOCTH

MNEPCOHAJIBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOJMTENS BKIIOYACT  CJICAYIONIUE  HaIMpaBIICHUS
obecnieuenus 6ezomnacuoctu [1/1n:

- TUTAaHUPOBAHUE U pean3alius Mep 1o obecrneuenuro 6e3onacHoctu [1/1H;

- aHanm3 yrpo3 6e3omnacHoctu [1/]H;

- pa3paboTKy, BHEIpEHHE, KOHTPOJIb HUCIOJHEHHS U TOJACpKaHHE B aKTyaJlbHOM
COCTOSIHUM TOJINTUK, PYKOBOJICTB, KOHLEMIUI, TPOLEAYp, PErIaMEHTOB, HHCTPYKIUI U APYrUX
OpraHU3AI[MOHHBIX JIOKYMEHTOB T10 00eCIeYeHUI0 OE301TaCHOCTH ;

- o0yuenue u uHbopmupoBanue nosb3opateneir UCIIJIH, o mopsiake padotsl ¢ I1H u
CpeICTBaMH 3alUTHI,

- [peAoTBpallleHuE, BbISBICHUE, pearupoBaHuWe M paccleOBaHHE HapylIEHUN
oe3omacHocTu [1/1H.

9. Moaesab HapyLIuTeJIs 0e30IaCHOCTH.

[Ton mapymutenem B MBY IO «/IFOCII Ne4y nonumaercs 1Mo, KOTOPOE B pe3yibTaTe
YMBIIIUIGHHBIX WM HEYMBIIUICHHBIX JEHCTBUII MOXET HaHECTH yHiepOd OOBEeKTaM 3alUuTh
(paznen 3).

Hapymmrenn mnopapaszpenstorcs no mnpusHaky npuHaiexsHoctn k HWCIIJIH. Bcee
HapYIIUTEIHN AEIATCS Ha JBE TPYIIIBI:

- BHELIHME HapylIUTenu — (U3MUecKue JuIa, HEe UMEIOIIUe IMpaBa NpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOW 30HBI, B IMpefesax KOTOpoil pa3meliaercs 00OpynoBaHHE

WCTITx;
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- BHYTPEHHHUE HapYyIIUTENU — (PU3NYCCKUE JIHIA, MMCIONINE MPaBO IMPEObIBAaHUS HA
TEPPUTOPUU KOHTPOJUPYEMOM 30HBI, B IMpeJesiax KOTOpOM paszMemniaercs oO0OpyJaoBaHUE

WCTI/I;

10. Moaeab yrpo3 6€30nacHoOCTH.

Jos UCIIJa MBYZIO «AFOCI Nedy BbIAENAIOTCS CIEIYIOIINE OCHOBHBIE KAaTETOPUHU
yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JTAaHHBIX

- YIpO3bI OT YTEUKHU MO TEXHUUYECKUM KaHajaM;

- yrpo3bl HECAHKIMOHWPOBAHHOTO JOCTyMa K HMHQPOPMAIMH: YrpO3bl YHUUTOKEHUS,
xutmenus anmnapatHeix cpeacts MCI [ Hocutenelt nndopmaiuu myteM GU3HUECKOTO JT0CTYIA
k onemeHTam WCII/H, yrpo3sl XWIlleHUs, HECAHKIMOHWPOBAHHON Moaudukanuu WIu
O6nmokupoBaHus MH(GOpPMaLMKU 3a cueT HecaHKIMoHupoBaHHoro noctyna (HCJ) ¢ npumenennem
MPOTpaMMHO-ANMapaTHBIX HW  MPOTPAMMHBIX  CPeACTB (B TOM  YHCIE€ MPOTPaMMHO-
MaTeMaTHYeCKUX BO3JICHCTBUI), yrpo3bl HE IMpeIHAMEPEHHBIX NEHCTBUIl NOJb30BaTeNeld u
Hapymenuil 6ezonacHocty ¢pyHkunonupoBanus UCIIIn u C3I1/IH B ee cocTaBe u3-3a cOOEB B
MPOrpaMMHOM OOECIIEUEHUH, a TaKKe OT YIpO3 HEaHTPOMOTeHHOTO (cOOeB ammapaTypbl HU3-3a
HEHAJIEKHOCTH AJIEMEHTOB, COOEB AJIEKTPONMUTAHUS) U CTUXUHHOTO (yIapOB MOJIHUMN, MOXKapOB,
HaBOJIHCHUH U T.I1.) XapakTepa.

- Yrpo3bl IPEIHAMEPEHHBIX JEHCTBUI BHYTPEHHUX HAPYIIUTENCH;

- YI'pO3bl HECAHKIIMOHUPOBAHHOIO JOCTYIA IO KaHajaM CBS3U.

Onucanue yrpo3, BEpPOATHOCTh HMX pealu3allH, ONACHOCTh U  aKTYalbHOCTh
MpeAcTaBiIeHbl B Moienu yrpo3 6€301acHOCTH MEePCOHANBHBIX JaHHBIX Kakaoi UCIT/IH.

Peanuzanusa KoHuenuuu gomKHa OCYILIECTBIIATHCS HA OCHOBE NEPCHEKTUBHBIX IPOrPaMM
U IJIJAHOB, KOTOPBIE COCTABIIAIOTCS HA OCHOBAHUM U BO UCIIOJTHEHHE!

- (emepanbHBIX 3aKOHOB B 00JlacTH oOecredeHus: HHPOPMAIIMOHHON O€30MacHOCTH H
3aluThl HH(pOpMALIUH;

- HOpMaTUBHO-TIPaBOBbIX akTOB [IpaBuTenscTBa Poccuiickon ®enepanuu;

- PYKOBOISIIMX, OPraHMU3ALMOHHO-PACHOPAIUTEIbHBIX U METOJUYECKHX JOKYMEHTOB
OCTOIK Pocceny,

- notpebHocreit UCIT/IH B cpeacTBax obecnieueHus 6€30MacHOCTH HH(OPMALIUU.

Peanmuzarus Konnermun 6e3onacuoctu I11a B UCIT/IH mo3BouT:

- oneHuTh coctosiHue Oe3omacHoctd wuH(popmanuu WCII[AH, BBISBUTH HUCTOYHHKHU
BHYTPEHHUX U BHEIIHHX Yyrpo3 MH(OPMAIMOHHON 0€30MacHOCTH, ONPEACTUTh MPUOPUTETHHIE

HaIIpaBJICHUSA MMPECAOTBPALICHHUA, OTPAKCHUA U HeﬁTpannsaum/I 3THUX YI'PO3,
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- pa3paboTaTb pacHoOpsAMTENIbHBIE W HOPMAaTHBHO-METOAWYECKHE JTOKYMEHTHI
npumenutensHo k MCII/IH;

- mpoBecTH kinaccuukanuio u ceprudukanuio UCI/IH;

- IPOBECTH OPraHU3ALMOHHO-PEKUMHBIC U TEXHUUECKUE MEPOTIPUSTHS TI0 00ECTICUCHHIO
6e3omacuoctu [1/]n 8 UCIIH;

- 0becnieunTh HEOOXOAMMBI YPOBEHb 0€30MTACHOCTH OOBEKTOB 3AIIHUTHI.

OcyiecTBieHHE 3TUX MEPONPUATUI O00ECIeUnT CO3AAHUE €AUHOM, LEJIOCTHOW U
CKOOPJIMHUPOBAaHHOM cucTeMbl nHpopmarnmonnoit 6e3omacHoctn MCII[IH u co3mact ycnoBus

JUIs €€ JaabHEHUIIIero COBCPUICHCTBOBAHUS.
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